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7 Kubuntu - Kubby - Vhtware Workstation
Fis Bt Vew W Tem Wdws oh

BHPO GGB NEEF DM : &3

‘martin@Kubby: jhome - Shell - Konsolo

Session Edit View Bookmarks Settings Help

"EREZE T == R
oy

Flebas O

=1 - =] [oteatme

Sensor Type| | System Load | Process Table

localhost: Running Processes

B Search AllProcesses

Name_+ D Userss Systemsé
~ g ksysguard 6054
- %sh 6055
Mksysguardd G036
@nessusd s249
Grnessusd 5250
@ Networktanager a2
@ Networkttanagerd ana6
& stan_keeinit s158 ol |
£ sysiogd a1 0.00 |2
& udevd 2632 000 15
e i

| shell

¥ Tree O Refresh il

100 Processes Memory: 446,540 KB used, 69,040 K8 free Swap: 0 KB used, 240,932 KB free

5 martinGKubby: frome - o Ol 18:51 > e
4 /(A Process Table - KDE 5 2] [ 0081128 = o _[Fisie 12175 61,0551es)
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n ! A !
9 ! #H
@a«k - Q) % ‘,\H‘Seud- [ Folders | [i3E]-
Address [ CAWINDOWStsystem32\drivers v B
Folders X Name - Size | Type Date Modified -
2 2082 A | [Chdisdn File Folder 71282003 9:59 AM
33076 File Folder 7/2B/2003 10:03 &M
® |23 appengrit 105 KE  Sysbem File 1082006 6:36 FM
& & Cath /292002 3:16 AM
[# |) CatRoot2 B/29)2002 5:01 AM
5 com ;
@ [ config
2 dhep 8 Cannot delets 7005d59: Cannot find the specfied File.
&!3:::!; Make: sure you specify the correct path and file name.
= L drivers e
) disdn e
) etc
B sipoit inbiboc. 56 KB
D =} atinmix, 12KB Systemfle  B[2920022:16 AM
s | Batnpdocsys 12KB Systemflde  8/29,20022:16 AM
& DM invacc. 30KE Systemflle  B/29)2002 2:16 AM
2 netsry 63KE Systemfle  B2920022:16 AM
@ B Mowromed 26KE Systemfle  B/2920022:16 AM
@ 5 Microsoft atintte sys 21KB SystemFle  B/29,2002 2:16 AM
& ) MsDbe v = atntuesys 36KE Systemfle  B/29/20022:16 AM
< > @mm 29KE Systemfle  G[2920022:16AM  w
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Conficker Eye Chart
F-SECURE’
V SecureWerks' | @) Irenn
How to interpret:
If you see this above: It probably means this:
ﬁ- SecuraWyrks fyIRee
T = HormalHot Infected by Conficker {or using proxy)
AR &
I T & i = Possibly Infected by Conficker (C variant or greater)
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A Save As...
R "~

Protection Options

@ Protection Options

Memory Guard

@ Eriable Protection

Application Information
Protection Options
Code Replace

Customized Dislogs

Advanced API-Wrapping

Enable Pratection T

¥irtual Machine Emulation @
Q Enable Protsction

Anti Dumpers

SJ Enable Protection

SecureEngine®

Monitor Blockers

_@ Protection Options

g Enable Encryption

Debug Interrupts

Entry Point Dbfuscation Metamorph Security

1@ Protect Mow o " g . i iles Monitors

1@ SecureEngine Technolagy MIII Enable Protection @ Enable Frotection Reqgistry Monitors
Resources Encryption Advanced Debugger Mon.  Delphi/BCB Form Protection

-;b Enable Pratection

When Debugger Found

} Enable Protection

f}.;ﬁ Enable Protection

w Display Message -
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File  Edit View VM Team ‘Windows Help
mupe BB D0 AEE &6
Sidebar

= [ Powered on
(3 ®P Home - Mantgomery Scott
(3 Kubuntu - Kublry

(RIS 5 XP Home - Montgomery S... < [T

&1 DA - T:\sample\BofAsetup.exe.1 - [IDA View C]
[Z] File Edt Jump Search View Debugger Options Windows Help

a5 @~ - Hmn\%ll‘urw o vl\fl\-%xuaamlp
(i ¥P Home - Dirty Harry B B S o T 3 2
(i %P Home - 5andy The Squirrel @H - G o H‘ ‘ ?3 % LI * ‘Ll 1 HV‘BE g = .!
& o - vortgemerscott. || B En [0 MR - =« N X/ - - w SH K=~ # - s || W28V A S
{3 Kubunty - Kubby & | FRB| £ 44 | b Il 0 [Hodebugger v

[

i = - — |
| (2 104 views | [ Hox View | 8 Exports | B8 imports| N Nemes | ™ Functions | B Stustures | En Enums | [2] 104 views | [2] D4 ViewC |

|-text :88481088 -mmx
.text:00401000 -model flat =
-text:B86481008
.text:08401008 ;
.text:p04061000
.text:80401808 ; Segnment type: Pure code
.text:p64610008 ; Segment permissions: Read/Execute
.text:B0461808 _text segment para public 'GODE' use32
.text:60461000 assume cs:_text
.text:86481000 ;org 4818686h
.text:06461000 assume es:nothing, ss:nothing, ds:_data, fs:nothing, gs:nothing
® .text: 06461008 dd @
* .text:06461004 db L]
* .text: 6646810885 db 57h, 8, 51h
* .text:00461008 db L]
* .text: 0645681009 db 59h, 8, 57h
* .text:0048100C db a
* .text:864568188D db Lkh, B, 6Dh
* .text:pe4e1010 db a
® .text:66461611 db 7Ah, 8, 66h
* .text:0e461014 db a
® .text:00461015 db 73h, 8, 43h
* .text:00481018 db a o
< L b
00000400 | D0401000: bext:00401000
Compiling file 'Ci‘Program Files\IDANidchonload.idc'... &
Executing function 'Onload'... =
I0A is analysing the input file...
You may start to explore the input File right now.
Using FLIRT signature: SEW for vcr
Propagating type information...
Function argument information has been propagated I
The initial autoanalysis has been fimished. T
iog| ]
A; idle Down_ Disk: 168 :
ITo direct input to this WM, clickinside or press Chr-G, =10l T,

/0 % 0= 9 + '& + )+ ) 1 1=+

#N 7,D 2# @.
#% "
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= XP Home - Dirty Harry - Snapshot Manager

& g—~8—8
%P Horne - CLEAMN CLEAN Test
Dirty Harry  Snapshot SMAPSHOT InFectiqn

Post SP3 Themida
Clean Image  Sample

Snapshok details

Pamne: Take Snapshat. ..

Descripkion: Mo screenshok
Delete
o To [ Close J [ Help ]
"You Are Here" selected
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T PEID v0.93 : P ]
File: | ¥:\samplesi2008034IR.C.Flood. gen.ble-greetings. exe. 1-M&3 IE
Entrypoink: ||:||:||:|21BE|:| EP Sechion: | LP*1

File Cffset: |I:II:||:|IZIF'.FEEI
Linker Info: |5.0

First Bytes: |60,BE,00, 70
Subsyskem: | Win3z GUI

[UP% 0,89.6 - 1,02 [ 1.05 - 1,24 - Markus & Laszlo [RAR 5Fx]

| Pk Scan I | Lask'u'iewerl | Cpkions I | ahauk || Exit I

¥ stay ontop
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$(# /1-18H

35 > > ! 5 > |
" #5 > ! 9
. I n
9" $% | *N:#4
) o [=] 3
File Report Settings Language Help
PE Sections I Import/Export table | Hezx dump I Info
General | Version I Securiky I Resources | Streams I PE Header
Ie-greetings.exe. 1-MB3
Locakion: e samplest\ 2008034 IRC, Flood. gen b,
Size: Q74705
Version:
CRC-32: FPREIF0S
MD5: 361FFC62ECSEEE40B690085C8E37 1679
SHAL: 14FoECE0E7EBT24F3404A333DEEDCS21DC73ES20
[~ Read only [~ Directaory PE Pack v1.0 -
[~ Hidden v archive UPY 0,896 - w1.02 f w1.05-w1.22
[~ System fils [~ Symbolic link. MNeclite w2.00 =l
Time stamp: 11 March 2008 09:28:04
Creation: 11 March 2008 09:28:04
Lask access: 13 March 2008 16:39:02
Lask write: 11 March 2003 09:25:04
|

/0 (#/1-18H +

+

#

d CA\Tests\testfiles\testfilel.exe - Filealyzer

Ox005B&0&E
Ox005B&070
Ox005B&075

0x005B&E077
4 g

Ox001B&EEE
0x001B&ET0
Ox001B&E7S
Ox001B&E77

File Report Settings Language Open5Bl Help
Test preview | Security | Hashes | Authenticode I Werzion I MZ Header I PE Header
FE Sections | FE Imports | FE Exports I Archive I Spybot-SED
General I Anomalies I OpenSEl | Fesources | Streams | Diizdzrn | Hex dump
Start at address: : ;
0x001BEES4 ™ n Dizazzemble @ Gota Entry Paint
Relocated Physical Bytecode Assembler -
i0x00SBE054 0x0D1BEES4 55 DUSH EBD i}
0x005B&055 Ox001B&ESS BBEC MOV EBF, ESP
0x005B&057 O0x001BEES7 E83C4F0 ADD ESP, FO
0x005BE052 Ox001BEESZ BEDSS55E00 MOV ERX, 0O0SB55DE
0x005B&05F Ox001B&ESF ES30FEE4FF CALL +0000&CF4
0x005B&0&4 Ox001B&E&d RICO1TS5ECD MOV ERX, [005EL17CO0]
0x005B&0&9 Ox001B&EE3 BBOO MOV ERX, [ERX]

ES303RECFTF
AI1C0175ED0
==lala}
BACCT7CSBOO

Warning: this dizaszembler iz till in beta statel

CALL +0007REROD
MOV [00SELT7CO]
MOV [ERX]
MOV 005B7CCC

EAX,

EAX,

EDX.

/0 ($/1-18H #B+++ 1 +




D! 1 1++ # "H# + + > + #
$($ )
3, *N% * | N. ! +N + *N! $ 97, 1
. 6 + %! 1 6 + 7 % !
+N. %! 6 6 + + + +l 6%
, 9*N7 [ + 6% " + +' 6
*N$g + 6 D 67 &7 6
$.N 64
j%; Stud_PE operating on : “e-greetings.exe.1-M63" i ||:||£|

Tools  Help

Fil= Edit

|"-.samp|es'\.2|:|DEI33'xirc.flu:u:u:l.gen.l:u"-.e-greetings.e:-:e.'l -mb3

O Sectionz | ¢ Functions | Rz Resources ¥ Signature | A Procs | # Options |

Dl

D atabaze containg : 400

D etection mode:

"~ Standard

— Internal databaze info—
prog: |PEid 0.9

auth : [SnakersQwe
date : |1 RA08/S2003

— Databaze actions

[T Esternal DB

| Copy bat | | Rezcan |

¥ Hard

zearching tirme : 10 ms=

Wigit Stud PE Forum <- Mews Here | Test'it ||Hva<=>Flaw|| File I:Dmpare| | oK |
/0 ( )C+ +
D! 1 1++ # '#+ #
$( 0+
3" =% D-U Lo ! !
= 7N ; #,
#, ' J= 7N9 ,
2 J= 7N9 , = " D @0
#4
D! 1 1++ # # + + + +, #
% !
"+ +! #
$(& 9BO
3L 7! % D !
D =%<#/ D -/l D K* D , -2 D
D . -lIA ! # 7!
% D " ! 2-1 .AB .B<
#4
D! 1 1++ # # + +7 % +7! + # .




3 7 2-1 ! ! VD V#N
! " I #4
OllyDbg - e-greetings.exe.1-M63 - [CPU - main thread, module e-greeti] o ] 4
|§| File Wew Debug Pluginsg ©Options ‘Window Help -|ﬁ'|5|
T = T=[wam
B4 x| wn| wijd $ o =i LiE[M]T|WH|C|/[K|B|R|..|5] iZ[ZH]?]
T en FUSHED :
BEAZIEE1| . BE BET@418@ | MOU ESI,e-greet i.B6417088 4 Begisters [FRIN S
A04Z1EE6| . SDBE @EABFEFF| LEA EOI,OWORD FTR O%:[ESI+FFFEABOEI T P
@421 BEC 7 FLSH_EDI EDCLLEREREEE
@a4Z1BE0| . 230D FF OF_EEF, FFFFFFFF S [2addaaas
aa421BFE| ~EB 1 JHP SHORT e-grest i.@@421082 S Ak
aa4z1BFzZ| 9@ HOP EEF BE1ZFFFE
oagcioRsl e i ES] APGEEERE
4
e ok EDT BEGABHAG _ _
g 4% EE? gg HBE EIF 88421BEB e—grecti.<ModuleEntryFoint »
4 :
BO4Z1EFE| > BAEE MOU AL,EYTE PTR DS:[ESII G5 53 e on e EliAadaanae
gaszlern) . 46 LHESE : A @ S5 BB23 ZEbit @(FFFFFFFF)
BO4Z1EFE| . 9287 MOU EYTE PTR DS: [EDI1, AL 7% B2 8953 350it SIFFFFFFEE)
gasz1ern) . 47 INE EDI S @ FS BB38 2obit PFFDEQBRLFFF)
BE4Z1EFE| > 810 AODC EEH, EEBX e B B e
Ch hr | Lmanr 1
5 . H
Erb | @ Es i e 08 LastErr ERROR_FILE_NOT_FOUND (R@@@@802)
AA4Z10E7| . 1108 AOC_EBH, EBX EFL D@@@sz4s (MO, ME,E,EE, NS, PE, GE, LE
AR4Z1CET| 7R JE SHORT e-greet i.B8421EFS el e
A0421CEE| . BS B1ABABEA | MOU EAX, 1 1] el Bl
AE4Z1C16| > B10 ADD EEX, EEBX ITE el Bl
AA4ZIC1Z| 7S BY JNZ SHORT e-greet i.@8421C1E EE e e
aa4z1c14| . BBIE MU EEH, OWORD PTR OF:CEST] Rl e A
aa4z1c16| o B3EE FO SUB ESI, —4 STE cmbty BoB
aa4z1c13| . 1108 ADC EEH,EEX ST hers Arh
ga4ziCIE) > 1109 AOC EAH, EAR ET7 empty —UNORM D566 PEPEEAZE HEHEGEEEE
BodZIEIR| 24P ARE Shoet i BE4Z1C1E sl el 0
4 = e-greeti. FST @PER Cond @ A B A Frr BAAAAGAA (GT)
Aa4Z1C21| 7S B9 JHZ SHORT e-grest i.@B421CEC
GEdziCz3| | BBLE HOU EBX. DWORD PTR 03:[ESI] [ [ b gl B BB
aa4z1025| . B3EE FO SUE ESI, -4
aa4z1cza| . 1108 ADC EEH, EEX =
| omazicoal 73 F JHE SHORT e-opest i, GB42]0ia
Address [Hew dum ASCIL FETURN to RERNELDZ. PLoo090E |
g it Ehs __
s ..1
B4 v
B4 w
B4 W
e " FFFFFFF|End of SEH chain
E H 7C5C2166| SE_handler
oo H 7057201 6| KERNEL 32, PrS7aR1a
oo o AEGARGAE
oo ; ARGARGAR
o i GB4Z1EED| e-areet . <Modu leEntruFaint |
|Anal_l,lsing e-greeti; 0 hewrigtical procedures | | Paused
/0 (& 118B0+ +
D! 1 1++ # 1# +
% 8 !
* 11
|
% . + "
% v
J*K = #L !
" #
' " " | o
, !
n C D n
"G #5
n + # , n 6
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%
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®N00 | Windows XP Professional =
G B n =

Suspend  Snapshots Take Snapshot Rollback  Settings Customize Unity Full Screen

File Edit Jump Search Wiew Debugger Options  Windows Help = x
= HE bR B 1 Te > > = BE3 £

] + B wEL N Ral=t1=1

Boon WAMR -=NX gi-#4-%SHK~~ § W & & &

@ FBB | FAA Ma debugger 4

~ | N A N Y S AN [ [ o

DA Vit Hex View-d | B Expons | B Imports | M Mames | ™7 Functions | i Stuctures | En Enums DA ViersB

-text:@84811F0 ; ALtributes: noreturn bp-based frane A
-Lext:004011F0
-text:8840811F8 public start
-text:0840811F8 start proc near
¢ .text:884811F0 push ebp
* |-text:o8uA11F1 nou ebp, esp
* _text:esus11F3 sub esp, 8
T .text:064011F6 add esp, OFFFFFFF4h
T -text:064011F9 push z
* .text:004011FB mnov eax, ds: set app type
* _text:06401200 call eax ; _ set_app_type
* _text:084012082 call sub_4o1180
-text: 00401202 start endp
-Lext:op401282
SEeRE I BBNBI2B7 ;o
* .text:08481287 leave
¢ .text:B88481208 retn
SRt IBBNBI2B8
* .text:A64081209 align 16h
* .text:004081210 aljeefoEsbhpolj db '[jeefotEsbhpotwjsvt/fCpsotjotbtuspqjdbmttibng/’,0
-text:06401210 : DATA XREF: .data:Str2jo
T .text:0040123F asc_40123F db "\, 0 : DATA XREF: .data:off 409614)0
* _text:o6404241 asc_ 401244 db ' ',8 ; DATA XREF: .data:off_402818L0
-text 08401243
-text 08401243 SUBROUTIMNE
-text:084081243
-text:084081243
-text:08481243 sub_481243 proc near ; DATA XREF: .data:off_48981Cjlo
* _text:08481243 and al, [eax] ™
< >
O0OOOSF1 | DO4011F1: start+1
I04Python vercion 1.1.0 final (serial 0} *
<opyright (c) 2004-2005 Gergely Erdelyi - http:/fd-dome. net/idapythans v
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MO_MALWARE Maluare. ARYC Application oK

MO_MALWARE WaZ{Virut H Application oK

MO_MALWARE W32/Suspicious_N.gan application oK

NO_MALWARE W3z2/Vikurnonde NLZ Library(DLLY oK

NO_MALYWARE W32/Dleadendam Application OK

MO_MALWARE Agent.DRZW. dropper Application ok

W32/Malware NO_VIRUS Application oK

W32/Malware NO_VIRUS Application oK

MO_MALWARE Agent.CKIK dropper Application oK

W322fDownloader DLoader ATCD.dropper Application oK

W3z/Malware W32/Suspicious_C.gen Application OK

W32/ Malware NO_VIRUS Application oK

W32/Malware NO_VIRUS Application oK

MO_MALWARE W32/ WinFixer AYK Application DAMAGED

HO_MALWARE Wa2/virumande HLZ Lbrary(DLL) Ok =
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